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Asset Graphics / inVISU PMS

Security setting for OPC
Windows 7, 8, 10, Server 2008, Server 2012, Server 2016

Introduction
OPC DA (data access) communication is based on COM and DCOM. COM is used to communicate
other over the same machine.

Several configuration steps are necessary to allow OPC clients to connect to OPC servers over
network. This document describes these steps.

It is necessary to create users with the same name and password on the server and client computer.
These users have to be enabled to launch and use DCOM applications. OPC clients have to run using
one of these special users.

If it is not possible to launch the OPC Server and Client with the same user account, you have to use
so called OPC tunneling or bridge software.

1. User Settings

In this tutorial we create a new user, called OpcUser.

_E Computer Management
File Action View Help

3B o= HE

.E” Computer Management (Local|| Name Full Name Description
4 'ﬁ% System Tools

!;Ihdministrator Built-in account for administering...

B Rask SC_hEdmer !&IGuest Built-in account for guest access t...
¥ Py &‘Homeﬁroup... HomeGroupllsers Built-in account for homegroup a...
[» @] Shared Folders -
4 %J Local Users and Groups||| New User - @

[ ] Users

[ Groups User name: Opclser
[» @ Performance =

ull name:

a2y Device Manager

4 B Storage Description:
= Disk Management
[ ::.jﬁi Services and Applications

Password: ;.......

Confirm passward: Tl

| User must change password at next logon
[ User cannot change password

res:

[7] Accourt is disabled

Help [ Create i[ Close
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Note An empty password is not allowed.
Make OpcUser a member of the group Distributed COM Users.
Member OF | Profile
Member af :
¥ Distributed COM Users
@Users
Changes to a uger's group membership
E Add.. i [ Remaove are not effective urtil the next time the
= — user logs on.
Lok [ Goncel |[ sey J[ ke
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2. Firewall

The OPC technology is based on the DCOM technology which uses the system port 135 for its work.
Only if OPC server and clients are running on different computers, you have to configure the Windows
firewall.

1. Start the firewall configuration
Enter wf.msc in the command prompt to open the firewall configuration.

Programs (1)
&

p See more results

|

2. Enable network access to DCOM.
By default DCOM network traffic is blocked.

Right-click on the pre-defined inbound rule Windows Management Instrumentation (DCOM-In) and
enable it.
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File  Action

|2

View Help

&P Windows Firewall with Advance
&3 Inbound Rules
Outbound Rules
#a Connection Security Rules

1 B Monitoring

& Windows Firewall with Advanced Security

Inbound Rules

Mame

.Windows Collaboration Computer Mame Registration S...
.Windows Firewall Remote Management (RPC)
.Windows Firewall Remote Management (RPC)
.Windows Firewall Remote Management (RPC-EPMAP)
.Windows Firewall Remote Management (RPC-EPMAP)
.Windows Management Instrumentation (ASync-In)
.Windows Management Instrumentation (ASync-In)

- Windows Management Instrumentation (DCOM-In)
.Windows Management Instrumentation (DCOM-In)
.Windows Management Instrumentation (WMI-In)
.Windows Management Instrumentation (WMI-In)
.Windows Media Player (UDP-In)

@Windows Media Player (UDP-In)

.Windows Media Player Metwork Sharing Service (HTTP-...
@Windows Media Player Metwork Sharing Service (HTTP-...
.Windows Media Player Metwork Sharing Service (HTTP-...
.Windows Media Player Metwork Sharing Service (gWave...
.Windows Media Player Metwork Sharing Service (gWave...
@Windows Media Player Metwork Sharing Service (gWave...
@Windows Media Player Metwork Sharing Service (gWave...
.Windows Media Player Metwork Sharing Service (g\Wave...
.Windows Media Player Metwork Sharing Service (gWave...
@Windows Media Player Metwork Sharing Service (S5DP-In)
.Windows Media Player Metwork Sharing Service (S5DP-In)
.Windows Media Player Metwork Sharing Service (Stream...
.Windows Media Player Metwork Sharing Service (Stream...
@Windows Media Player Metwork Sharing Service (Stream...
@Windows Media Player Metwork Sharing Service (TCP-In)

@ Windows Media Plaver Netwaork Sharina Service (TCP-In)
¢l m

-

Group

Windows Collaboration Compu...

Windows Firewall Remote Mana...
Windows Firewall Remote Mana...
Windows Firewall Remote Mana...
Windows Firewall Remote Mana...

Windows Management Instrum...
Windows Management Instrurm...
Windows Management Instrui
Windows Management Instrurm...
Windows Management Instrurm...
Windows Management Instrurm...
Windows Media Player

Windows Media Player

Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Metwork...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Player Network...
Windows Media Plaver Network...

Profile

Al
Private...

Domain
Domain
Private...
Private...
Domain
Domain
Private...
Domain
Private...
Domai...
Private
Public
Private
Domain
Domain
Public
Private
Private
Domain
Public
Private
Domai...
Public
Domain
Private
Private
Public

Enal *
MNo
Mo
MNo
MNo
MNo
Mo
Mo

=
=]
m

Yes
Yes

No ™

Actions

Inbound Rules
ﬁ Mew Rule...
' Filter by Profile
' Filter by State
' Filter by Group
View

|3 Refresh

5» Export List...

Help

B

Windows Management Inst...

Enable Rule
Cut

Copy
Delete
Properties

Help

B @ X a0

* v w v
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3. Enable OpcEnum

Press New Rule..., select Program and click Next.

@ Windows Firewall with Advanced Security
File Action View Help

@ Windows Firewall with Advance
Inbound Rules
&% Outbound Rules
#a Connection Security Rules

MName

1 Bl Monitoring

.Windows Collaboration Computer Mame Registration 5...
.Windows Firewall Remote Management (RPC)
.Windows Firewall Remote Management (RPC)
.Windows Firewall Remote Management (RPC-EPMAP)
.Windows Firewall Remote Management (RPC-EPMAP)

Inbound Rules

-

Group

Windows Collaboration Compu...

Windows Firewall Remote Mana...
Windows Firewall Remote Mana...
Windows Firewall Remote Mana...
Windows Firewall Remote Mana...

Actions

Profile

All

Private.. Mt
Domain M
Domain M
Private... Nt

-

0 Mew Inbound Rule Wizard

Rule Type
Select the type of firewsall rule to create.

Steps:
Fule Type

-

@ Program
@ Action

@ Profile

L

Name

'@ Program

What type of rule would you like to create?

Rule that controls connections for a program.

Rule that controls connections for a TCP or UDP port.

) Predefined:

:"Blanc:hCac:he - Content Retrieval (Uses HTTF)

Rule that controls connections for a Windows experience.

() Custom

Custom rule.

Leam more about nile types

=]

' Filter by Profile
' Filter by State
' Filter by Group

anagement Inst...

Rule

es

v v v w

In the next dialog browse for OpcEnum.exe. It is located in the Windows\System32 directory or on a
64bit OS in the directory Windows\SysWOW64.

Allow the connection.
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g New Inbound Rule Wizard (23]

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Fule Type What action should be taken when a connection matches the specified conditions?
@ Program
@ Allow the connection
@ Action :
: EeTions that are protected with IPsec as well as those are not.
@ Profile :
" () Allow the connection if it is secure
G This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.
) Block the connection

Leam more about actions

<Back || Ned> || Cancel
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This rule applies to all profiles.
& New Inbound Rule Wizard

Profile
Specify the profiles for which this nule applies.

Steps:

@ FRule Type When does this rule apphy?

@ Program

@ Action Domain

& Profile Applies when a computer is connected to its corparate domain.
@ Name Private

Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public netwark location.

Leam more about profiles

<Back || nNed> || Ccancel

Enter a convenient name for the new rule.

3. Enable the inVISU OPC Server.

Configure a new rule for the inVISU OPC Server similar to OpcEnum.

The executable name of the inVISU OPC Server is OPCServer.exe (located in the installation
directory).
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3. DCOM Settings

1 Open the DCOM configuration (Start -> Run... -> dcomcnfg)

Programs (1)

||Q dcomenfg.exe

File description: COM+
Company: Microsoft Corporation
File version: 2001.12.8530.16385
Date created: 7/14/2009 1:59 AM
Size: 100 KB

p See more results

& FilesciionmaiicwsWindowssHelp: REER
«3 2B XE 6= EE LIEH

_1 Console Root Name | Actions

e | @ coM- Aplcatons |MyComputa s

4 [ Computers
b (i Viy Cprnitad] [1DCOM Config More Actions »
i Refresh all ts
4 @ Eveth\Flewer o S jon Coordi...
[ Sg Services (Log .
View 3

MNew Window from Here
Export List...

Properties

Help

Opens the properties dialog box for the current selection.
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3. Verify the Default Properties.
My Computer .Pmperﬁs
Defautt Protocols |  COMSecuity |  msDTC |
General I Options | Default Properties
[¥]iEnable Distibuted COM on this computer:
[] Enable COM Intemet Services on this computer
Default Distributed COM Communication Properties
The Authertication Level specifies securty at the packet level.
Default Authentication Lewvel:
Connect -
The impersonation level specifies whether applications can detemmine
who iz calling them, and whether the application can do operations
using the client's identity.
Default Impersonation Level:
| Identify -
Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anorymous.
[7] Provide additional security for reference tracking
Leam more about zetting these properties.
| oKk || Ccancel Apply
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4. Go to the tab COM Security.
My Computer .Pmperﬁs

General I Options | Default Properties
Defautt Protocols | ~ COMSecuity | MSDTC

-

Access Permissions

You may edit who is allowed default access to applications. You may
also set limits on applications that detemine their own permissions.

. Caution: Modifying access permissions can affect the ability
i [5 of applications to start, connect, function and.for un
securehy.

| Editlmits.. | | Edit Defaut..

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemissions can
affect the ability of applications to start, connect, function
and//or run securehy.

| Edtlmis.. | | Edit Defaut..

Leam more about setting these properties.

OK || Cancel Apply
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5. In group Access Permissions press Edit Limits...
Enable Remote Access for ANONYMOUS LOGON.

Security Limits

Group or user names:

&5 Evenyone

%F‘erfnrmance Log Users (WIN7-OPC-PC\Performance Log ...
% Distributed COM Users (WIN7-OPC-PC\Distibuted COM Us...
2 ANONYMOUS LOGON

Pemissions for ANONYMOLUS

LOGOMN Allow Deny
Local Access
Remote Access

Leam about access control and permissions

o) s
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6. In group Access Permissions press Edit Default...
If not present add Distributed COM Users and enable Remote Access.

Default Security

(3roup or User names:

82 SELF

82 SYSTEM

82, Administrators (WIN7-OPC-PC\Administrators)

- A Distributed COM Users (WIN7-OPC-PC\Distributed COM Us...

Pemissions for Distibuted COM

|sers Allow Deny
Local Access |
Remote Access

Leam about access control and permissions

o) (s
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7. In group Launch and Activation Permissions press Edit Default...

Default Security

Group or user names:

2 SYSTEM
82 Administrators (WIN7-OPC-PC\Administrators)

A Distributed COM Users (WIN7-OPC-PC\Distributed COM Us...

82, INTERACTIVE

Pemigsions for Distibuted COM

|sers Allow Deny
Local Launch
Remote Launch
Local Activation
Remote Activation

Leam about access control and pemissions

| ok || Ccancel
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8. Press OK to close the DCOM settings for My Computer.

-

My Computer .Pmperﬁs
General I Options | Default Properties
Defautt Protocols | ~ COMSecuity | MSDTC

Access Permissions

You may edit who is allowed default access to applications. You may
also set limits on applications that detemine their own permissions.

. Caution: Modifying access permissions can affect the ability
i [5 of applications to start, connect, function and.for un
securehy.

| Editlmits.. | | Edit Defaut..

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemissions can
affect the ability of applications to start, connect, function
and//or run securehy.

| Edtlmis.. | | Edit Defaut..

Leam more about setting these properties.

OK || Cancel Apply
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9. Edit the properties of the inVISU PMS OPC Server.
Open the folder DCOM Config, browse to the OPC Server, right-click on it and select Properties.

R Component Services EI@

F. File Action View Window Help E@E

| 2E RE | BE) D | usioms orc sever properties 7|

L
e e General | Location | Security | Endpoints | Idertity |

i

COM-+ Applications [

o
I
[}
=
I
=]
=
o

(V=]

General properties of this DCOM application
FSystemPoot el systema2\apy
Sesystemroot3e\system32\colc
Fesystemrootiz\system32\intl. Application |D: {CCBEDS1C-107F-11D4-AD0A-00105AD3E 188}
Yosystemroot e\ system3 2\ pks
2heystemroot 36 System32\ Use Application Type: Local Server
Yosystemroot¥\System32\Use
32-bit Preview Handler Surrog
AccessibilityCpladmin Local Path:
AccStore Class

Application Name: inWISU PMS QOPC Server

Authentication Level: [Default -

acppage.dll

ActiveSockets

Add to Windows Media Player
AP Client HxHelpPaneServer C
appwiz.cpl

Authentication Ul Terminal Se
Background Intelligent Transfe
Bitmap Image

Bluewire unpairing elevation s
CMLUAUTIL

CMSTPLUA

COM+ Event System
ComEvents.ComServiceEvents Leam more about zstting these properties.

VV'\??VVVVVVVVVVV?VVV?VV\?LI’:I_

HS Hp Hp mS IS NGBS mS B 1S NS Be 0s NS Np up 1 uE 1S N mk nk n

ComEvents.ComSystemAppEs
| r

A

[ ok ][ cancel Apply
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Go to tab Identity and configure OpcUser as user account.

| General | Location | Securty | Endpoints | Idertiy |

Which user account do you want to use to run this application?

() The interactive user.

() The launching user.

i@ This user.
User: WINT-OPC-PC\WOpclUser
Passward: TTIIIIL
Confim password: T

The system account (services anby).

Leam more about setting these properdies.
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4. Local Security Policy

It may be necessary to set the rule Network access: Let Everyone permissions apply to

anonymous users.

Enter Secpol.msc in the Windows command line to start the Local Security Policy.
Go to Local Policies -> Security Options and set the rule Network access: Let Everyone

permissions apply to anonymous users to Enabled.

" Advanced Sec
[ Metwork List Manager Policies

> || Public Key Policies

» || Software Restriction Policies

> || Application Control Policies
>
>

,g IP Security Policies on Local Compute
[ Advanced Audit Policy Cenfiguration

ls| Network access: Remotely a
15| Metwork access: Restrict ano)
lziy) Network access: Shares that
la| Network access: Sharing and
15| Network security: Allow Locg
1) Network security: Allow Locg
12| Network security: Allow PEU
1| Network security: Configure
1) Network security: Do not sto
ls| Network security: Force logo
1| Network security: LAMN Mana
1| Metwork security: LDAP clien
12| Network security: Minimum

15| Network security: Minimum

15| Metwork security: Restrict NT|

Local Securtty Setting  Explain

() Disabled

Users

i] Lecal Security Policy - -
File Action View Help
= 27 XE = HBE
ii Security Settings Policy Security Setting
> 4 Account Policies - - i Disabled
= . = L i
v s Lt_)cal pt,]lmes, I Network access: Let Everyone permissions apply to anonymous users  Ena
>[4 Audit Policy z TR . "
- . - 5] N T, : i)
- Security Options 24| Network access: Remotely 80 Netyork access: Let Everyone permissions apply to anony... ?
[T v

Network access: Let Everyone permissions apply to anonymous
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